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O603HAYEHNS 1 COKPALLIEHMS!

NCIMAH - nHdopmaLmoHHas cucTema nepcoHasIbHbIX JaHHbIX.
11C/A - HeCaHKUNOHNPOBAHHbIA AOCTYI.

11/1H- nepcoHasIbHble AaHHbIE.

1lonMTUKa - MoK rvka o6pasoBaTtesibHbIX YUPeXAeHNiA B OTHOLLEHUN 06paboTKK
NepcoHaNIbHbIX JaHHbIX.

C3IMAaH - cuctema 3alinTbl NEPCOHATbHbIX JaHHbIX.

T3KW - TexHn4YecKas 3alimta KOH(MeHUNaIbHON MH(opMaL K.

'C - TexHMYecKoe CpefcTBo.



TepMuHbI 1 onpeaeneHns

ABTOMaTM3MpOBaHHass 06paboTKa MepcoHaNbHbIX [aHHbIX - 06paboTKa
NePCOHaA/bHbIX JaHHbIX C MOMOLLbIO CPEACTB BbIYMC/TUTENBHOW TEXHUKMN.
BesonacHoCTb  MH(OPMaLMM - COCTOSIHME  3aLUMLEHHOCTU  MHADoPMaLuK,

XapakTepusyemoe CMOCOBHOCTbIO  TEXHUYECKUX  CPeAcTB U UHGOPMAaUMOHHbIX
TeXHOMornim obecrneumBatb  KOH(MAEHUMANIBHOCTb, LENOCTHOCTb W AOCTYMHOCTb
NHopMaUnK npu ee 06paboTKe TEXHNUYECKUMU CPeaCcTBaMU.

Bupyc (KOMNbIOTEPHbIA, NPOrpamMmmHbIii) - WCNOHAEMbIA MPOrpaMMHbIA  KOf
N NHTepNpeTUPYyeMbIid Habop WHCTPYKUMIA.  obnagaroLnia cBovicTBamu
HeCaHKLUNOHMPOBAHHOIO0  pacnpoCTpaHeHUs U1 camoBocnpousBefeHUs. Co3sfaHHble
Aybnukatbl KOMMbIOTEPHOrO BuMpyca He Bcerja CcoBnajalwT C  OpUrMHasioM, HO
COXPaHAKT CrOCO6HOCTb K JasibHelLleMy pacnpocTpPaHeHUIO 1 CaMOBOCMPOU3BEAEHNIO.

BpegoHocHas nporpamma - nporpamma, npegHasHavyeHHas [/19 OCYLLEeCTB/IEHUA
HeCaHKLUMOHMPOBAHHOIO focTyrna u (UNKn) BO3LENCTBUA Ha MNepCoHasIbHble [aHHble Win
pecypcbl MHPOPMALIMOHHOW CUCTEMbI MEePCOHA/TbHBIX AaHHbIX.

[ocTyn K WHDopMauuM - BO3MOXHOCTb MOMY4YeHUs] MHGopMaumMmM U ee
MCNONb30BaHMSI.
3awmnuiaemass  MHpopMauus - MHGopMauusa,  SBNSIOWAACS  NPeAMeTOM

COOGCTBEHHOCTU W nog/exauias 3awmuTe B COOTBETCTBMM C TPebOBaHUAMU MPaBOBbIX
AOKYMEHTOB UM TpeboBaHMAMM, yCTaHaB/IMBaEMbIMU COBGCTBEHHMKOM MH(OpMaL K.

MHpopmaLMoHHaa  cucTemMa  MepcoHaNibHbIX  AaHHbIX-  COBOKYMHOCTb
cogepxxawmxcsa B 6asax AaHHbIX MNEPCOHa/IbHbIX [aHHbIX W ob6ecrieynmBaromMx UX
06paboTKy MHHOPMALMOHHBLIX TEXHOIOTUIA N TEXHUYECKUX CPeLCTB.

NcTouHMK  yrpo3bl  6e3onmacHOCTU  MHGopmaumn - CcybbeKT  focTyna,
MaTepuasibHbll  00bEKT WM (DU3NYECKOe  SBMIEHME,  SAB/ISIOWMECH  MPUYMNHONA
BO3HWKHOBEHWA Yrpo3bl 6e30MacHOCTM UHMOopMaLmn.

HakonuTenb nHpopmayum - yCcTPOIMCTBO, NpefHasHayeHHoe Ans 3anuch n (Mnn)
YTeHUss  MHQOpMauuM Ha HocuTeNb  MHMopMaumn. HakonuTenb  WMHGopMaumm
KOHCTPYKTMBHO MOXET COAep)aTb B Cebe HeOoTYy)KAaeMblil HOCUTeNb WHGopMauuu,
nmM6o  MOXeT ObITb  npefHasHayeH 719 WCMOMb30BaHWUS  CMEHHbIX  HOCUTESEN
MHopMaLmn. HakonuTenu noapasfenaTcd Ha BCTPOeHHble (B KOHCTPYKTUBE
CUCTEMHOro 6/10ka) W BHelHWe (NOACOeAMHAEMble 4epe3 MOpPT). BCTpoeHHble
HaKoONUTEeN NOAPA3LeNATCA Ha CbeMHbIE U HECHbEMHDbIE.

HapywuTenb 6e30MacHOCTU MNepcoHasbHbIX AaHHbIX (hmn3nyeckKoe NNLP,
cflyyaiHo WM NpefHaMepPeHHO COBepLUaloLlee [eACTBUSA, CNeLACTBMEM  KOTOPbIX
ABMISIETCA HapyLleHne 6e30MacHOCTM MepCOHa/IbHBIX JaHHbIX Npu UX 06paboTke (B TOM
yncne TEXHUYECKMMWU CpefcTBamMu) B WHMOPMALMOHHBIX CUCTEMAx MepcoHasIbHbIX
[aHHBbIX.

HecaHKUMOHMPOBaHHbIM AoCcTyNn (HeCaHKLMOHUPOBaHHbIe 4ENCTBUSA) - [OCTYI
K MHgopMaumm win [JeicTBUS C UHMOpMauUnen, OCyLLEeCTBNASIEMble C  HapyLUeHWeMm
YCTaHOBJ/IEHHbIX MpaB 1 (UnNn) npasun Joctyna K MHopMauun wuim AeCTBUN C Hell C
NPUMEHEHMEM  LUTATHbIX CPeACTB  WHMOPMAUMOHHOW  CUCTEMbl WM CPEACTB,
aHa/IOrMYHbIX MM MO CBOMM (DYHKLMOH&/IbHOMY MpefHa3HayYeHU0 U TeXHUYECKUM

XapaKTepuCTM KaMm.
Hocutenb MHMopmaumm - r3nNYecKnin 06beKT, npeaHasHavYeHHbIN 418 XpaHeHUs
NH(opmaymn.
Ob6paboTKa nNepcoHanbHbIX [fAaHHbIX - /060e feicTBue (onepaumsi) wnm

COBOKYMHOCTb [eicTBUIA (Onepauumii), COBepLUaEMbIX C MWCMOMb30BaHWEM CPeACTB
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aBToMaTmsaumMm wunm 6e3 MCNosb30BaHUSA TaKUX CPeLCTB C MEePCOHaIbHbIMU [aHHbLIMU,
BK/OYasA cbop, 3anucb, CUCTeMaTu3auuilo, HaKOMeHWe, XpaHeHWe, YTOYHeHue
(o6HOBMEHME, N3MEHEHME), U3BMIEYEHMe, UCMOMb30BaHWe, nepefady (pacnpocTpaHeHue,
npefocTaBsieHne, [0CTyn), 06e3nnyuMBaHue, 6/10KMpPOBaHWe, YyAasieHne, YHUUTOXeHUe
NepcoHasIbHbIX AaHHbIX.

OnepaTop - rocyfapCTBeHHbI OpraH, MyHUUMNaIbHbBIA OpraH, pUANYEcKoe Wi
(hr3nMyecKoe NnLO, CaMOCTOATENIbHO UM COBMECTHO C APYrMMU YL aMn OpraHusytoLLme
N (W) OCYLLECTBIAIOLLNE 06pabOTKY MepCoOHa/IbHbLIX AaHHbIX, a TaKXe OrnpeaensoLlme
uenn 06paboTKM MepcoHasIbHbIX faHHbIX, COCTaB MePCOHA/IbHbIX JaHHbIX, MOAeXaLmX
06paboTKe, AencTBMA (Onepauunm), coBepLUaeMble ¢ NepCcoHaIbHbIMU AaHHbIMW.

MepexBaT (MHDOpMaLMK) HernpaBOMEPHOe MOJlyYeHMe MHGopMaumnm ¢
NCMNONb30BaHWEM TEXHUYECKOr0 CPeAcTBa, OCYLLECTBAIOLLErO0 O6Hapy>eHwe, npuem u
06paboTKy MHMOPMAaTUBHbIX CUTHAOB.

MepcoHasbHble faHHble - /06ad WHpoOpMaumMs, OTHOCALAACA K MPSAMO Win
KOCBEHHO OrpefesieHHOMY WM onpegensemMomy  guanyeckomy vdy  (CyobekTy
MepCoOHa/IbHbIX JaHHbIX).

Monb3oBaTeNlb MHPOPMALMOHHON CUCTEMbI MEPCOHA/IbHbIX [LaHHbIX - J1UQ,
yyacTBylolee B (PYHKUMOHUPOBAHUN WH(MOPMALMOHHON CUCTEMbI  NEPCOHASIbHbIX
[aHHbIX WX NCMONb3YyoLLee pe3ynbTaTbl ee (PYHKUNOHNPOBaHUS.

PacnpocTpaHeHue MepcoHasbHbIX [JaHHbIX - [eACTBUSA, Hanpas/ieHHble Ha
pacKpbITUe MepcoHasIbHbIX AaHHbIX HeonpeaeneHHOMY Kpyry fivy,

CuctemMa 3awWmnThbl MepcoHasibHbIX AaHHbLIX  KOMI/IEKC OpraHm3auoHHbIX Mep U
NPOrpaMMHO-TEXHNYECKMX (B TOM 4uC/e KpUNTOrpapuyecknx) cpeacTtB obecrneveHUs
6esonacHocTu uHpopmaumn B NCI4H.

TexHM4Yeckune cpeicTsa MHPOPMALUOHHON CUCTEMbI MEPCOHAsIbHbIX JaHHbIX
CpeAcTBa BbIUNC/IUTENbHOM TEXHUKN, UHHOPMaLMNOHHO-BbIYNCANTENIbHbIE KOMIMIEKCHI U
CeTW, CpefcTBa WM CUCTEMbl Mepefayn, npueMa n 06paboTKM MNepCoHasIbHbIX AaHHbIX
(cpeactBa M cuCTeMbl  3BYKO3amnucK,  3BYKOYCW/IEHMS,  3BYKOBOCMPOWU3BELEHUS,
NeperoBOpHbIe N TeNEBU3NOHHbIE YCTPOIMCTBA, CPeAcTBa M3roTOB/IEHUS, TUPAXMPOBaHNS
NOKYMEHTOB M ApYyrue TeEXHUYECKME CpeacTBa 06paboTKM peyeBoi, rpaMyeckon, BUAEO
- 1 OYKBEHHO-UMMPOBON WHopMaunn), MNporpaMMHble cpeacTsa (onepauyoHHbIe
CUCTEMbI, CUCTEMbl YyrpaBfieHus 6asamn  [JaHHbIX W T.M.). CpeAcTBa  3aLUUThI
NHhopMaLmn.

TeXHUYeCKUN KaHan YyTeuyku uHpopMaLuunm -  COBOKYMHOCTb  HOCUTENS
UHopmaumn  (cpeactBa  06paboTKM),  (PM3NYECKOW  cpedbl  pacnpocTpaHeHUs
WH(OPMATMBHOIO CUrHasla W CPeAcTB,  KOTOpbIMW  [06bIBaeTCA  3alypiiaemast
VMHJopmauus.

Yrpo3bl 6e30NacHOCTM MNEPCOHasIbHbIX [aHHbIX - COBOKYMHOCTb YC/MOBUA U
(haKTOpOB, CO34aloLLMX ONAaCHOCTb HeCaHKUMOHWPOBAHHOIO, B TOM 4YWUC/e C/yYanHoro,
[0CTyrna K NepcoHa/ibHbIM AaHHbIM, Pe3y/ibTaTOM KOTOPOro MOXET CTaTb YHUYTOXeHUe,
n3MeHeHue, 6/10KNPOBaHNe, KONMPOBaHWE, PacrnpocTpaHeHe MepcoHasibHbIX JaHHbIX, a
TaKXe MHbIX HeCaHKUWOHMPOBAHHbLIX JENCTBUIA Npu ux 06paboTkKe B MH(OPMAaLMOHHOM
CUCTEME MEPCOHAbHBIX JaHHbIX.

YHUUTOXEHNE MepcoHaNbHbIX [AaHHbIX - [eNCTBUSA, B pe3ysibTaTte KOTOPbIX
CTAHOBUTCHA HEBO3MOXHbIM BOCCTAHOBUTb COAepXXaHWe MepcoHasIbHbIX [AaHHbIX B
NH(OPMALMOHHOMW CUCTEME MEePCOHasIbHbIX AaHHbIX W (UNK) B pesynbTaTe KOTOPbIX
YHMUTOXaKTCA MaTepuasibHble HOCUTENN NEePCOHA/IbHbBIX AaHHbIX.



YTeuka (3awuwiaeMon)  mMHGpopmaumm N0 TEXHUYECKMM  KaHaslam
HEKOHTPO/IMPYeMOe  pacnpocTpaHeHWe UHQopMauMm OT  HOCUTENA  3aulmuiaeMoi
NH(opMaLMn Yepe3 (PU3NYECKYIO Cpeay A0 TEXHUYECKOro CpefcTBa, OCYLLECTBNAOLLENO
nepexsaT MHgopmaunn.

1.OCHOBHbIE MOJIOXKeHUA

HacTosuwas Monutrka yctaHas/MBaeT MOPSALOK OpraHusauum 1 nposefeHns paboT
no 3awmrte wuHgopmauum B  WCIIOH, co3gaBaemMblX U 3KCN/yaTUPYEMbIX B
obpasoBare/bHOM YUYpPeXeH 1n.

Tpe6oBaHMA HacTosALer MONUTUKM pacnpoCTPaHAKTCA Ha 3awmTy WUHDopMauumn ¢
OrpaHNYeHHbIM LOCTYNOM, OTHECEHHOW K MHhopmaumn, cocTasnstowen MAH.

Monnrnka sBNsSeTCA  LOMNOSMIHEHMEM K [eicTBywOWMM B P® HOpMaTMBHbIM
NOKYMeHTaM M0 Borpocam ob6ecrneyeHMs MHGOPMaLMOHHOMW 6e3onacHocTu TMAOH. u He
NCKNOYaeT 06513aTe/IbHOr0 BbIMO/IHEHUS UX TPeboBaHUI.

MonuTMkKa CNY>XUT OCHOBOM /19 pa3paboTKM KOMMJeKca OpraHU3auuoHHbIX W
TEXHUYECKMX Mep HO obecneyeHUto MHGopmaLMoHHON 6e3onacHocTu MAH B MOY O
«[leTpo3aBoackasa fAeTckada LWKona WUcKyccts uM. M.J1. BanakupeBa», a Takke
HOPMAaTUBHbIX M METOANYECKUX JOKYMEHTOB, 06ecneymBaroLLnX ee peasimsaymio.

MonuTtnka onpesenseT crefytoLLine 0OCHOBHbIE BONPOCHI 3alUTbl MH(opMaLn:

OCHOBHbIe MPUHUMNBI U TpeboBaHMS MO 3awuTe WHMOPMAaLMK, COCTaB/AIOLLEN
MnAaH.

NopsaLOK opraHmsaumn 1 NPoBefeHNsa paboT Mo 3alimMTe MHpopMauun,

NnopsiAoK obecneyeHns 3almTbl MHDopMaumn npu skennyataummn NCrgH.

NnopsLOK opraHu3aunmn 4esionpon3BOoACTBa, XPaHeHNS 1 06paLleHNs HaKonuTesnen u
HocuTeNner UHhopmaLmm.

2. MpyHUMNbI 06ecneyeHns 3aWmUTbl MH(POPMaLMN, COCTaBNSAIOLWLENA NepcoHasIbHbIE
[laHHble:

3awmta MHGopmauumu, coctasnswowend  MNOH  fo/mKHA  OCYLLEeCTBNATBCA B
COOTBETCTBUU CO C/efyHOLWNMN OCHOBHLIMU MPUHLUMNAMM:

1) 3aKOHHOCTb — npegnonaraer obecrnedeHne 3awmtbl MOH B COOTBETCTBUM C
jencTeyrowmm B PP 3aKkoHoAaTeNIbCTBOM M HOPMAaTMBHbLIMU aKTamy B 06/1aCTU 3alUTbl
MAH. Monb3oBaTenin un  obecnyxmBaowmin - nepcoHann  VCMAH  Ao/mKHbI  ObITb
0CBEelOMJIEHbI O MpaBunax M Mnopsake paboTbl C 3awWuMuiaemMor nHdopmaumen u 06
OTBETCTBEHHOCTU 3a UX HapyLLeHMe.

2) CUCTEMHOCTL  — npegnonaraet  yyert BCex B3aMMOCBSA3aHHbIX,
B3aMMOLENCTBYOLLNX N N3MEHSAIOLLMXCHA BO BPEMEHWU 3M1EMEHTOB, YC/I0BUA U JaKTOpPOB,
CYLLLECTBEHHO 3HAYMMbIX A1 TOHUMAHUA W  pelleHnsa npobsieMbl  06ecrneyeHus
6esonacHocTtu MAH NCIAH.

3) KOMM/IEKCHOCTb — MpeAnosiaraeT CcornacoBaHHoe MpUMeHeHue PasHOPOLHbLIX
CPeACTB WM CUCTEM MpPW MOCTPOEHMU KOMIM/IEKCHOW CUCTEMbI 3aliMTbl  MHGOpMaumn,
NnepeKkpbIBaloLLeil BCe CYLLECTBEHHbIe KaHa/lbl peanv3auun yrpo3 M He cofeprkallei
cnabbIX MECT Ha CTblKaxX OTAefIbHbIX ee KOMMOHEHTOB. [ KaXK[Oro KaHaia YTeuku
NH(opMaLMN N N1 KaxXor yrposbl 6e30MacHOCTU [O/HKHO CyLLeCTBOBaTb HECKO/IbKO
3aWnTHBIX py6exkein. CosfaHune 3alMTHbIX py6exkeir OCyLLECTB/SETCA C y4eTOM TOro,
yTobbl AN WX NPEofOSIeHUA  MOTEHUWaNIbHOMY  3/I0YMbILUJIEHHUKY  TpeboBasinuCb
npoeccnoHasibHble HaBbIKM B HECKO/NIbKUX HEB3aMMOCBA3AaHHbIX 06/1acTAX.

4) HenpepbIBHOCTb — npegnonaraet QyHKUnoHuposaHne C3MNOH B Buge
HENnpepbLIBHOrO  LefleHanpaBfeHHOro  npouecca,  Npeanonararouwero  NpuHATUE
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COOTBETCTBYIOLLIMX Mep Ha BCex aTanax »XusHeHHoro uukna NCMAgd. ICIrgH gomkHeol
HaxoAUTbCA B 3alWUWEHHOM COCTOAHMW Ha NPOTAXKEHUW BCEro BpPeMeHW UX
(PYHKUMOHMPOBaHUA. B COOTBETCTBMN C 3TUM MPUHLUIMOM [LO/DKHbI MPUHUMATLCA Mepbl
He gonyckawume nepexod NCIMAH B He3alMLLLEHHOE COCTOSAHME.

5) cBOeBpEMEHHOCTb — MNpeAnofiaraeT ynpexaatoLwmnin xapakrep Mep obecrieveHus
6esonacHocTu TMOH, TO eCTb MOCTAHOBKY 3afad Mo KomnjekcHoin 3awmte NCMOH w
peannsaumio Mep obecriedeHna 6esonacHocTy [MH Ha paHHUX CTaguax paspaboTKu
NCIOH B LenoM 1 ee CUCTEMbI 3aLMUTBI MH(OPMaLMK, B 4aCTOCTHU.

CoBeplueHCTBOBaHNe — npeanonaraeT MoCTOSAHHOe COBEpPLUEHCTBOBaHWE Mep U
CPeACcTB  3aluThl NHhopMauun Ha  OCHOBE  KOMIMJIEKCHOTO  MPUMEHEHMUSA
OpraHu3aunoHHbIX W TEXHUYECKUX pPeLUeHni, KBaMuKaumMm nepcoHana, aHamnsza
(hyHKunoHuposanma WCIOH n ee cucTeMbl 3alyTbl C YyYeTOM W3MEHEHWIA YC/I0BUiA
(pyHKumoHupoBaHusa WCIIOH. nosiBMeHWS HOBbIX METOLOB W CPeACcTB Mepexsara
NH(opMaLmn, N3MeHEHNIA TPeboBaHUI HOPMATMBHbLIX LOKYMEHTOB Mo 3awuTe MNAH.

6) nepcoHasibHas OTBETCTBEHHOCTb — npegnonaraet BO3/10’KEHMe
OTBETCTBEHHOCTU 3a o0b6ecrneyeHne 6esonacHoct TMAH u WCIMOH Ha Kaxgoro
UCNOSTHUTENS B nNpefenax ero no/HOMOYUiA. B COOTBETCTBUM C 3TUM MPUHLUNOM
pacnpeseneHve npas 1 06A3aHHOCTEN MUCMOSTHUTENEN CTPOUTCA Takum 06pas3om, YToObl B
cnyyae n060ro HapyLleHWss Kpyr BWHOBHMKOB Obl1 YeTKO W3BECTEH WM CBefeH K
MUHUMYMY .

7) MUHUM&/TbHasA AOCTAaTOYHOCTb — MpeAanosiaraeT npesocTaB/ieHNe UCMONHUTENAM
MUHUMa/IbHO HeobXoAuMbIX npaB goctyna K pecypcam WCIIOH B COOTBETCTBUM C
NPOM3BOACTBEHHOMW HEO6XOAMMOCTbBIO, Ha OCHOBE MPUHUMMNA «3arpeLieHo BCe. YTO He
paspeLLeHo siBHbIM 06pa3om».

8) runMbKOoCTb CcUCTeMbl 3aWuTbl — MpejnosiaraeT HainynMe BO3MOXKHOCTU
BapbUpOBaHMS YPOBHEM 3aLUMLLEHHOCTU MPU U3MEHEHUW YCNOBUIA (DYHKUWNOHUPOBaHNS
NCran.

9) o06d3aTeNlbHOCTb  KOHTPONIA  —  npegnonaraeT  0653aTe/ibHOCTb U
CBOEBPEMEHHOCTb BbIFAB/EHUA U TMPeceYeHUs MOoMbITOK HapyLUeHNA YCTaHOBJIEHHbIX
npasun obecriedeHna 6eszonacHocTn MAH Ha OCHOBE MCMOMb3YeMbIX CUCTEM W CPeACTB
3awmTbl MHGopmaunn. KoHTPOsb 3a AeATeNIbHOCTbIO KaXKAoro nosib30BaTesis, KaXaoro
CpefcTBa 3aMTbl U B OTHOLLUEHUN KaxKAoro o6beKTa 3alpTbl AOSIKEH OCYLLECTBNATHLCA
Ha OCHOBE NPVMEHEHUA CPeACTB KOHTPONA W PErucTpaumm n Ao/HKeH 0XBaTblBaTb Kak
HeCaHKLMOHMPOBaHHbIe, TaK U CAaHKLMOHMPOBaHHbIE AEACTBMSA NOSb30BaTeNEeN.

3. OcCHOBHble TpeboBaHMA MO 3aWKUTe WUHGOPMaLUM  COCTaBNANOLLLEN
nepcoHanbHbIe faHHble

3awmTta uHpopmaumn B WNCIAH SBNSeTCA HEOTBLEMIEMOW COCTABHOM 4acTbio
ynpaB/IeHYeCKON M Hay4YHOW [esATeNlbHOCTM 00pas30BaTe/IbHOro YUpeXxaeHUss U A0/MKHa
OCYLLECTBNATLCA BO B3aMMOCBA3M C APYrMMuM  Mepamy Mo 3awute  MHGopmaunn,
cocTaBnstowien MAH.

3awmTa uMHMopmaumMn ABNISETCA COCTaBHOWM 4acTblo paboT Mo co3haHuio W
akcnnyataumm WCMOH wn fonkHa OCYLECTBNATLCA B YCTAHOB/IEHHOM  HAaCTOSLLEN
MonMTNKOM NopsaLKe N peain3oBbIBaTLCA B BUAE CUCTEMbI (NOACUCTEMbI) 3aWmTbl 11/H.

3awmTta  MHGopmMaumn  AO/HDKHA  OCYLLECTBAATLCA  MOCPELCTBOM  BbIMOSIHEHUA
KOMIM/IeKCa MeponpuATUA MO NPesoTBPAaLLEHUIO YTeYKM MHGOPMauUM HO TEXHUYECKUM
KaHasnam, 3a cyeT HC/[, K Heid, No npefynpexaeHuo npegHaMepeHHbIX MporpamMmmHo -
TEXHUYECKUX BO3LENCTBUMA C Ue/bI0  HapyLUeHUs  LesIoCTHOCTU  (YHUUTOXKEHUS,
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NCKaXXeHNA) MHopMaummn B npouecce ee 06paboTKK, nepefaydn U XpaHeHUsi, HapyLLeHWs
ee CaHKUMOHMPOBAHHOM AOCTYNHOCTU U paboTocnocobHocTn TC.

B WVCIMOH p[o/mkHbl  UCNONb30BaTbCA  CepTURMLMPOBAHHbIE MO  TpeboBaHUAM
6e30MacHOCTU WMH(opMaLMK CpefcTBa 3alWuTbl UHGopMaumm n (MNKn) TexXHUYecKue wu
OpraHmM3auuoHHble peLleHns, UCKIKYaLme yTeuky MWHGpopMaunum rno TeXHUYECKUM
KaHasiam, 3a cyeT HC/, npegynpexparolime HapyLleHue LefIoCTHOCTU UHdopmalmn v ee
CaHKLMOHNPOBaHHOW LOCTYMHOCTMW.

3awmta MHGopMauun AosmkHa 6bITb AndepeHLMpPOBaHHOW B 3aBUCUMOCTU OF
NPUMEHSIEMbIX TEXHUYECKMX CPEeACTB, 06pabaTbiBatOLLMX MH(OPMALIMIO, COCTABNAIOLLLYIO
MAH, yCTaHOBMEHHOro YPOBHA 3awmuieHHocTn WCIIOH. ycTaHOB/IEHHOro Kacca
NCMNAH v yTeepxaeHHon ana NCMOH mogenn yrpos.

Bce wucnonb3yemble B VCIMAOH cpefcTBa 3awntbl MHGOpMaUMU [0MKHbI 6bITb
NPOBepPeHbl Ha COOTBETCTBME OrPaHMYEHUAM W YCIOBUAM 3KCyaTtaunn, U3N0oXKeHHbIM B
cepTuduKaTe COOTBETCTBUSA, IKCMyaTauUOHHON JOKYMeHTauuu win dopmynspe (415
TEXHUYECKUX U MPOrpaMMHbIX CPeACTB 3almnTbl MHPOPMALMN COOTBETCTBEHHO).

O6paboTka WHopMaunn coctaBnsawwen MAH OCYWEeCTBASETCS Ha OCHOBaHUA
NMUCbMEHHOr0 paspelleHna (NpuKasa) pPYKOBOAUTENA  YUYPeXeHWA, B  KOTOPOM
akcnnyatupyetca VCIAaH.

OTBeTCTBEHHOCTb 3a 06ecrneyeHue BbIMO/IHEHWUA YCTAHOBJ/IEHHbIX TpeboBaHWin Mo
3aluTe MH(opMaLMm BO3NaraeTca Ha PyKOBOAMTENA YUPEXAEHUSA, B KOTOPOM CO3LAeTCH
(coBepLueHcTBYeTCA) M akecnnyatupyetca NCIaH.

Bce WNCMAOH [JO/MKHBI NPOMTM OLEHKY 3(M(PEKTUBHOCTU MNPUHUMAEMbIX Mep HO
obecriedeHnto 6eszonacHocTu MAH 40 Hadana 06paboTKM MHMOPMaLMK COCTaB/IAIOLLEN
MAx.

4. MopAjoK opraHMsaynm 1 NposegeHNs paboT Mo 3awute MHpopmMaunum

OpraHumsauma paboT Mo 3awuTte uHGopmaummn Bo3naraeTca Ha Pykosogutens
YypexaeHns, oCyLeCTBAOWEro pas3paboTKy (MogepHu3aumio) n (Mnu) skcnsyataumio
ncrign.

OpraHuzaumsa 1 nposefeHne paboT Mo 3awmTe UHGopmaLmm, coctansaowen 11011
pas/IMyHbIX CTaguax paspaboTKn, BHeapeHUsa u akcnnyatauun WCMOH onpegensieTcs
JencTeyrOW MMM B PP HOPMATMBHBLIMU JOKYMEHTAMWN N HACTOALMM LOKYMEHTOM.

MpoBefeHne  paboT NO  3awuTe  UHDopmaumn,  cocTtasnsawowein  MAOH.
OCYLLECTBJ/ISETCA CUIaMu  YUpeXaeHus, B KOTOPOM CO34aeTcs (COBEepLLEeHCTBYeTCSH)
NCTAH. B cnyyae HEBO3MOXXHOCTU WM HELLeNecoobpasHOCTU BbIMOSHEHNA paboT Mo
3awmnTe MHQopMauum cunamm YUpexzaeHus K aTum pabotam [O/KHa NpUB/EKaTbCH
cneyManm3npoBaHHaa opraHusauus, WUMeKOLAs COOTBETCTBYHOLLME JIMLUEH3UN Ha Mpaso
BbIMO/IHEHNSA PaboT M oKasaHusA ycnayr no T3KN.

C Tagum co3faHus CUCTeMbI 3alUMTbl MH(OpMaLK:

1lpeanpoeKTHas cTagnsa — BKJ/IOYAeT NPeAnpoeKTHoe 06cnefoBaHMe Co34aBaemMon
NCT14H. pa3paboTKy aHa/IMTUYECKOro 060CHOBaHUA HEOOXOAMMOCTU CO3[4aHUA CUCTEMBI
3aWnTbI MHOPMaLMA N TEXHUYECKOI0 3alaHnA Ha ee co3faHue.

Craama npoektvpoBaHus (pa3paboTKy npoekToB) wn peanmsaunn  WCIMOH
BKNHOYaeT paspaboTky C3111H B coctaBe NCI1AH.

Crtaamsa BBofa B geictame cuctembl C3MAH — BKIOYAET OMNbITHYHO 3KCMyaTaumio
N NPUEMO-CAATOYHbIE WCMbITAHUA CPEACTB 3aluTbl MHJOpMaLMKW, a Takke OLEHKY
3 (PeKTUBHOCTU MPUHMMaEMbIX Mep Mo obecrieyeHnto 6e3onacHocT 111H.



5. Mopsgok obecneveHUs 3almMTbl MHPopMaynn npu skcnnyataumn NCIaH

Okcnnyatauma WCIAOH Jo/mKHa OCYLIEeCTBAATLCA B MOMIHOM  COOTBETCTBUU C
YTBEPXKAEHHOW MPOEKTHOW, OpraHun3alnoHHO-PacrnopsanuTesibHOM W 3KCMyaTaunoHHOM
foKymeHTaumen NCMAaH.

OTBETCTBEHHOCTL 33  O6ecrevyeHve 3aWnTbl  MHGoOpMauunm B Mpouecce
akcnnyataumn VCIAH Bo3naraeTcs Ha pyKoBOAUTENSA 00pa3oBaTe/lbHOro YUpexxaeHus,
B BefleH1n KoToporo Haxoamtcsa ata NCIMOH.

OTBETCTBEHHOCTb 3a COO/IOfeHME YCTAHOB/EHHbIX TpeboBaHWA MO  3awuTe
MHopmMaumn npu ce ob6bpaboTke B WCIAH BoO3naraeTcss Ha HenocpeAcTBEHHbIX
ucrnonHnteneir  WCMAH  (nonb3oBaTenei, aAMUHUCTPATOPOB,  0OCAY>XMBaKOLWMIA
nepcoHan).

3a HapylleHWe YCTaHOBJIEHHbIX TpeboBaHMMA N0  3awWMTe  UHGopMaumn
PYKOBOAUTE/b YUpeXAeHUs, B BefeHUW KoToporo Haxogutca WCIOH wn  (wiv)
HEenocpeACcTBEHHbIA UCNOSTHUTENb MPUB/EKAIOTCA K OTBETCTBEHHOCTM B COOTBETCTBMUU C
pencTeyrowmM B PP 3aKoHOLATEIbCTBOM.

6. [MopAagok opraHusauuu [esioNpou3BOACTBA, XpaHeHus U obpalleHus
HaKonuTesiel 1N HocuTenen nHpopmaymn

Bce Hakonutenu u HocuTenn wHgopMauun cogepxkawme TMAH Ha 6ymakHOW,
MarHUTHOW, MarHMUTOOMTUYECKON WM MHOM OCHOBE, WUCMO/Ib3yeMble B TEXHO/IOMMYECKOM
npouecce o06paboTkn wuHpopmaumm B WCIIAH. nognexar Yy4deTy, XpaHeHUo W
obpalLleH10 B COOTBETCTBMN C TPeO6OBaHUAMM KOH(UAEHLMANBHOIO 4e/10Mpon3BOACTBA.

OpraHuzaums 1 BefieHUe ydeTa HakonuTesnen v HocuTenein MAH. opraHu3aumsa mx
XpaHeHus,  obpalleHNss M YHUUTOXEHUA  OCYLUEeCTBAAKOTCA  OTBETCTBEHHbIMU
[enonpon3BoaNTENSAMM KOH(DMAEHLMAaIBHOIO LeN0Npon3BOACTBA.

MAH, AOMKHBI 060CO6NATLCA OT MHOW MHMOPMaLMK, B YACTHOCTM MyTem (hMKcaLmm
NUX Ha OTAEe/bHbIX MaTepuasibHbIX HocuTensax 11[1H. B crieyuanbHbIX pasgenax Win Ha
nonsix gopm (61aHKOB).

Mpn mkcaumn MAOH Ha MaTepuaibHbIX HOCUTENAX He AONyCcKaeTcA (umKcauusa Ha
O4HOM MmaTepuasibHOM HocuTenie TOH. uenn 06paboTKM  KOTOPbIX 3aBEfOMO  He
COBMECTUMbI.

Ons 06paboTKN pasnMyHbIX Kateropuii MAH. ocyllecTsisieMoii 6e3 Ucnonb3oBaHnUs
CpefACcTB aBTOMaTuM3aumn, AN Kaxgoh kateropum T[1OH [O/HDKEH  MCNOMb30BaTbCA
OTAeNIbHbIA MaTepuanbHbIA HOCUTESb.

O6pabotka TMAH 6e3 UCNOMAb30BaHWA  CPeACTB  aBTOMaTusaumm  JO/HKHA
OCYLLECTBNATLCA TaKMM 06pa3oM, UYTOObl B OTHOLLEHUWN KadKaoin KaTeropun MAOH MOXHO
OblN0 onpegennTb MecTa XpaHeHusa [MAH (MaTepuanbHbIX HOCUTENEN) U YCTaHOBUTb
nepeyeHb NNL, OCYLLECTBAKOLWNX 06paboTKy MAH NM60 NMEOLLNX K HAM LOCTY.

[omkHO obecneumBaTbCa pasfenbHoe XpaHeHue MAH (MaTepuanbHbIX HOCUTENeN),
06paboTKa KOTOPbIX OCYLLECTB/ISETCS B Pas3/INYHbIX LIENSIX.

11pn  XpaHeHUM MaTepuasIbHbIX HOCUTENe [OO/DKHbl  COBM0AATHCA  YCNOBUS,
obecneymBaroLme coxpaHHOCTb MAOH M nUCKNYaroLWwme HeCaHKUMOHUPOBAHHbIA K HUM
[ocTyn.

7. KOHTPO/b COCTOAHUA U apdeKTUBHOCTHU 3awnTbl MCIMAH

B WMCIMOH [o/mKeH OCYLWeCTBAATLCA KOHTPONb M (Uan) ayauT COOTBETCTBUSA
obpaboTkun MAH gecTByoWwMM B PP 3aKoHOAaTE/IbCTBY U TPeboBaHMSAM K 3awmTte MAH.
aTakXke HacTosiLen 1101rm MKC U JTIOK&UTbHBIM aKTaM YupeXxaeHus.



KOHTponb 3ak/o4vaeTcd B OLEHKE BbINOMHEHUS TpeboBaHWn  HOPMaTMBHbIX
AOKYMEHTOB, 060CHOBAHHOCTU MPUHATBLIX MeP M OLeHKe 3h(PeKTUBHOCTU MPUHATBIX Mep
no obecrieyeHunto MAH.

KoHTponb nogpasfenseTca Ha onepaTUBHbIN M NaHOBbLIA (Nepuognyeckuii).

B npouecce askcnnyataumm WCMAH B uUenax 3awmtbl uMHGopmauun ot HCA
OCYLLIeCTB/ISAKOTCA ONepaTUBHbBIA KOHTPO/Ib Y NEPUOANYECKNIA KOHTPO/Ib 3a BbIMO/THEHWEM
NCNONHUTENSMWN TpeboBaHWI AeACTBYIOLWMX HOPMATMBHbIX JOKYMEHTOB MO BoOMpocam
obecneyeHnsa 6esonacHoCTU U 3awmTbl MAH.

C Ue/fbi0 CBOEBPEMEHHOINO BbISAB/IEHUA U MPEAOTBPALLEHNA YTEeUKU WMHpopMaLnn,
NCKNIOYEHUS WM CYLLLECTBEHHOrO 3aTtpyaHeHna HC/A v npefoTspalleHns creymanbHbIX
BO3AENCTBUA  (MPOrpamMMHO-TEXHUYECKUX M AP.), Bbi3blBalOWMX  HapyLleHue
LLleNNIOCTHOCTM WMHopMaumMm UM paboTocnocobHOCTb TeXHUYecKux cpeacts, B VCLLAH
0bpasoBaTe/ibHbIX YUYPEXAEeHUA MNPOBOAMTCA M/1AHOBbIA MEPUOANYECKNIA  (He pexe
OZIHOT0 pasa B rofl) KOHTPO/Ib COCTOAHUA 3aLMTbl MHOPMALUN,

Mpn npoBegeHUM MNAHOBbLIX MNPOBEPOK OCYLLECTBMSAETCA KOHTPO/b  BefeHUs
YUYETHON [AOKYMeHTauumn, 3awmwieHHocT NCMOH oT yTedkn 11[H NO TEXHUYECKUM
KaHasiaMm, BblOOPOYHbIA  KOHTPO/Ib  COAEPXXUMOr0  HaKOMUTENem W HOCUTENeNn
MHopMaunu, 1 T.n.

Pe3ynbTaTbl KOHTPONA 0hOPM/ISAKOTCA aKTaMu, 3aK/TIOUEHUAMN U 3annUCcCAMU.



